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Processes

* Procmon / procexp ps —ef / strace / Isof / env

/proc/

Autoruns64 / Services
/ Task Scheduler

systemd / cron

Pipes / Messages file / vsock

netstat -na * netstat —natp / ss -natp
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Permissions

* NTFS File Permissions * UNIX Permissions

* SUID/SGID:
find / -type f -perm -4000 -Is 2>/dev/null

* User Privileges: * cgroup
whoami /priv
Incognito list_tokens -u

* File Capabilities:
getcap -r / 2>/dev/null

* NTLM: Mimikatz  /etc/shadow
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Software deployment

.
-« BUHERRE:

8/f: Nginx / Apache?2
SQLite / MySQL /

PostgreSQL / SQL Server /
Oracle DB / MongoDB

- Z1F:

Memcached / Redis
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PHP / ASP(X) / JSP(X)

.Net / Java / Python /
Node.js/ Go/Rust/C/C++

« ZXEHPIY: HTTP /ISON / JWT /

HMACE %
External Microservices Database
v 1 i 1
DI Database
Le—> § %
Backend | [€-------- * | Database
Redundant ‘L T
Backend Database
Database

Pool
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PHP deployment

* CLI: HEEMZLIRIETT PHP X ((%F $ GET. HTTP_HOST &L &)

* CLI-SERVER: Bz PHP WER HTTP fR55s% (REEARSS

« Apache module (mod_php) : XX mod B2 Apache Hi=fT PHP 1

« CGl: [ CGl NEELSKRIZFT PHP 1S (& AllowOverride M [}

* FastCGI (php-fpm) : 1Rt A FastCGl #&EQ

(& SSRF (tcp:9000 unix:sock) M TJ |4«

[=]

5[/ PHP XX 14)

=

")

-

=)

-
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Java deployment

* Run WAR/JSP: Tomcat. JBoss. Jetty. Glassfish, WebLogic
/

/manager/html 58 %85, AP ERXHEE, webapps/ EA, web.xml jitFE

* RunJAR: java -jar ; #& Springboot (Tomcat) . Netty

heapdump it . routing JiEE .
env ;itE . POST /env RCE G2 -XXX SIFEE HTTP Session

N \ \

- BILZE{4: Spring Boot Actuator. Apache Shiro. Struts2. Log4j2. Druid
/ /

RIFRGAHRE . filter £33 . R FF4L RCE Log4Shell
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Databases

« SQLite: VACUUM INTO. ATTACH DATABASE 53 {4

« MySQL: $iRECE secure file_priv B, TTRIEE load._file().
DUMPFILE =5 X, EZETIi#Eid UDF plugin RCE

* PostgreSQL: S1XPR M Fi#id COPY FROM E# RCE

* SQL Server: §MXRAFEE xp_cmdshell Ei% RCE

* H2 Database: FAFEZH 1T Java X8 RCE

* Oracle DB: {RIRAD(E AP o] XSG R EIH1T Java 15
* MongoDB: $HIRfEH query() (fEAZ4H) BfiER NoSQL EA

el 1
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CRLF Injection

HTTP CRLF Injection: % JF SSRF i&if,
HZ#HH9 POST #EK

o5 EF NfE& HTTP Header,

HTTP Request Smuggling: FIFHBIEIRE=FX HTTP 5 KB HT=E

Content-Length v.s. Transfer-Encoding

Memcached: J&EZ PHP BA o33 ANfEEG S

Redis: JE;ZGpSHFARE, tJ{5H HTTP LAY SSRF #HITEA

o] 5{EE X (/var/spool/cron); T |43

- M E #1 module load RCE
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Middleware protocols

JSON: FastJSON j@iE. \u £%33 WAF. duplicate entries. numeric

JWT: none algorithm jgiE. kid 3. RS256 5 HS256 ;& i&iwiH

BEMLEC ST HUN : EA timestamp. T[T EAY seed F=HEREH
php rand(). Node.js V8 rand(). Python MT19937 random.rand()

Apache ActiveMQ R F%4%. WebSocket EFAH Y

SSTI (SpEL. EJS. Jinja2) . Flask Debug PIN
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Practice

1. INZEFEH Apache2 R FFBCE https WIEH (443 imH)

2. {¥£ Nginx + PHP-FPM &3 —> PHP M4 (8080 uwmH)

3. {5 PHP B9 curl ¥ B AR 2R ;

4. {F A SpringBoot FTE—1 JAR &, JFi& HTTP BR%, B¥iEk%&
MNEEENGREEEEE, L SOLFEN (FF 2 Actuator. /8
Z{TH1TIN8E. 8083 iwH) ;

5. ZEARAIEEE PostgreSOL #IREE;

6. 1T 443 i% O https 358 A TN RCE.
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